A business case study on how three simple guidelines:
INTRODUCTION
A few years ago, my former employer, a large financial services organisation, became concerned about the impact of poor skill levels and faulty spreadsheets, and so it researched what could be done to reduce risk of error, a process that took several months.
This exercise was fairly small scale, in that it affected fewer than 100 employees within a particular division of the organisation.
The results were surprising, because they did not primarily point to additional training and discipline, as expected. Instead, the biggest driver of spreadsheet quality was found to be user attitudes.
THE RESEARCH
The following is only a summary of the research, because the business objective was to find a solution as quickly as possible, so there were no formal records.
It was difficult to find a single comprehensive source for what was wrong with spreadsheets and how to fix it. We found the many papers offered by Eusprig to be very useful, and Ray Panko's research into spreadsheet errors was particularly valuable.
We also researched many other sources, especially in the fields of software programming and, in particular, software testing, where a great deal of effort has gone into understanding and managing errors. The error rates and patterns were very similar to those for spreadsheets.
Finally, we looked at error prevention in industries where mistakes can be fatal, such as airlines, space missions and nuclear power. Once we realised that errors had to be managed because they could not be eliminated, and that checking was difficult, we had a good look at our own organisation, and it came as quite a shock.
Our IT department potentially had the professional training needed to control spreadsheet use, but, as in many organisations, its focus was on maintaining a complex system, its skills were in networking rather than in programming, and it had little interest in what users were doing with spreadsheets.
Our business managers similarly were focussed on day to day issues, and there was little supervision of spreadsheet use.
The result was generally that users taught themselves, or learned from the people they worked with. Some formal training was available, but it tended to be functional (eg this is how to use a pivot table), and there was no training in how to work safely and minimise error.
To make it worse, most heavy spreadsheet users were relatively young and did not think too hard about risk of error, and, even where users did develop reasonable skills, some of them did not use them safely, instead building complex and unmanageable models.
Finally, we had tried to use spreadsheet guidelines before, but giving users lists of do's and don'ts had been ineffective.
It became very clear that we had to completely change the way we managed spreadsheets, and not just focus on user skills.
SAFETY GUIDELINES
Fortunately, as we had many mining clients, we had seen how they managed safety, and it was as much to do with office culture as with formal training. For example, meetings might always start with a safety tip, or there might be a rule to always use the handrail on every staircase. You could not escape the safety message, wherever you went.
So while we did plan additional training, we decided to try attitudinal change as our key defence against error, keeping it as simple as possible.
The result was the following three guidelines. In each case, we focussed on getting the message across first, and then showing users techniques for applying the guidelines.
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Make it easy to check (and maintain)
We knew that checking couldn't find all the errors. It was going to be harder if the checker was confused by the layout, couldn't read pink text on a green background, or was baffled by a formula with 26 functions in it.
So we asked users to give the checker the best chance to find faults, by making models easy to check. This includes laying models out clearly, documenting them fully, keeping them simple, not being clever, and giving people what they expected to see, so they didn't waste time figuring out what's going on.
An interesting side effect was that it helped avoid style wars, such as whether range names should be used everywhere or nowhere. The guideline simply asked what was best for this particular spreadsheet, and -importantly -what was best for your checker(s), rather than yourself. As we told users "you build spreadsheets for other people, not yourself".
The guideline also encouraged the use of common standards. If, for example, I am deciding whether to use range names, the answer may vary for different models. But I may always colour input cells green, because that is a standard in my workgroup.
We also suggested including self-checks and reasonableness tests which exposed errors, including where possible, the tests that a checker would make. As part of the attitudinal change, we put responsibility on users for proving that their spreadsheets were right as far as possible, rather than relying on the checker to find any mistakes.
Maintenance was also important if a model was in regular use, and so we asked users to think about what would make it easier for a new user to make changes safely to the model. This particular guideline was fairly easy to sell, because everyone had had the experience of opening up incomprehensible old spreadsheets, and it was hard to argue against making life easier for your colleagues, especially when you might have to check their spreadsheets!
Make it safe to use
Most models were used by at least two people, so there was the risk of misunderstandings and misuse. So getting the model right was only the first step -making it safe to use was just as important.
There are many ways to do this. Inputs are safer if grouped together and clearly labelled, explained and validated. Key formulae and results are safer if protected from change. Reports should be complete and unambiguous.
We didn't specify how far this should be taken, relying on common sense to judge how much effort was justified for any particular model.
If a model was going to be in use for a while, we suggested the test of whether someone new to the model could follow it clearly without any verbal explanation.
